
This report is designed to help you, the end-user, understand and effectively use the "Administrator" module within

your vehicle tracking system. We focus on practical applications, key benefits, and easy-to-follow instructions,

ensuring you can leverage the system to its full potential without getting bogged down in technical jargon.

1. Executive Summary

As an Administrator, you hold the keys to efficient fleet and user management. This module empowers you to

oversee users, define their roles and access, and gain critical insights through detailed reports. You'll benefit from

automated processes that ensure timely notifications, maintain system health, and provide essential business

intelligence without constant manual intervention. Our goal is to make your administrative tasks simpler, your

decisions more informed, and your system operations seamless.

2. Introduction

Managing a vehicle fleet involves more than just tracking vehicles; it requires meticulous user management,

insightful reporting, and robust system maintenance. The "Administrator" module is your central hub for all these

critical functions. It addresses common pain points like:

Difficulty in managing diverse user roles: How do you ensure everyone has the right access?

Lack of clear insights into system and mobile app usage: Who is doing what, and how often?

Manual effort for system health and notifications: How do you keep the database clean and users informed

without constant monitoring?

Scattered reporting for different stakeholders: How do you get tailored monthly or daily reports to Super

Admins, Distributors, Franchises, and Customers?

This module provides the tools to solve these challenges, offering you comprehensive control and automated

support.

What is an Administrator? In this system, an "Administrator" is a user role with full access to configure, manage

settings, and control all modules. You are the ultimate overseer, ensuring the system runs smoothly and securely for

everyone.

What are Users in a Vehicle Tracking System? Users are individuals or roles—like fleet managers, drivers,

dispatchers, and customers—who access the system to monitor and manage fleet operations. Each user is assigned

specific permissions, ensuring they interact only with the data relevant to their responsibilities.

3. Main Content

What This Means for You

Complete Control: Easily manage user access, permissions, and profiles across the entire system.

Smart Insights: Access detailed reports on mobile app usage, data consumption, login activity, and overall

system engagement to make informed decisions.

Operational Efficiency: Benefit from automated tasks that keep your system optimized and your users informed,

reducing manual workload.

Peace of Mind: Rest assured that critical processes like subscription renewals and database maintenance are

handled automatically and securely.

Tailored Information: Automatically send customized daily and monthly reports to different stakeholders (Super

Admin, Distributors, Franchises, Customers).

Enhanced Security & Accountability: Track all user changes and restrict sensitive data access, improving

system integrity.
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How It Works

The Administrator module allows you to manage users and access a suite of reports. It also orchestrates several

automated background processes (often called "cron jobs" in technical terms) that run on a schedule to handle tasks

like sending notifications, generating reports, and cleaning the database. This ensures the system remains efficient

and up-to-date with minimal manual effort.

Here's a simplified view of the workflow:
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This flowchart illustrates how the "Administrator" module interacts with other parts of the system and its various

functions.

Getting Started

Follow these steps to navigate and utilize the Administrator module:

1. View User Details:

Navigate to the "Users" module.

Click on the "Administrator" submodule.
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Locate the user you wish to view from the list and click the "View" action icon. You will see their detailed

information, including name, profile picture, email, and mobile number.

You can also click on generic sections like "Generic Data" or "Generic Information" and then "View

Details" or "View" to see comprehensive information.

2. Manage User Actions (Edit/Delete):

From the same user list in the "Administrator" submodule, you can select a user.

Click the "Edit" action icon to modify user details.

Click the "Delete" action icon to remove a user from the list.

3. Create Custom User Roles:

Navigate to the "Master Settings" module.

Select "Access Rights".

Click on the "Users Roles" button to go to the Users Roles page.

Click the "+ Create Role" button to define a new custom user role with specific permissions.

4. Access and Download Reports:
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Navigate to the "Reports" module.

Go to "Usage Statistics".

You will find various reports here, including:

Mobile App Usage Details Report

Data Usage Report

Mobile App Details Report

Last Login Details Report

System Usage Audit Report

Click on any of these reports to View them.

To save a report, click the "Download" option and select your preferred format (PDF or Excel).

Key Features You'll Use

User Profile Management: Easily view, edit, and delete user accounts.

Role-Based Access Control: Define and assign custom roles with specific permissions, ensuring secure and

tailored access for everyone.

Mobile App Usage Details Report: See who is using the mobile app, their role, and device types.

Data Usage Report: Monitor data consumption by vehicles and devices, including vehicle number, IMEI,

hardware type, and data usage in MB.

Mobile App Details Report: Get insights into app types (Android/iOS) and the number of devices per user.

Last Login Details Report: Track when and from which platform (iOS, Android, Web) users last logged in.

System Usage Audit Report: Monitor how frequently reports are accessed, by whom (anonymized), and when.

Automated Notifications: The system sends out timely alerts for subscription renewals, ensuring users are

always informed.

Automated Database Cleanup: Regular, scheduled cleanup keeps the database lean and performs optimally by

removing old and temporary records.

Automated Monthly/Daily Reports: Automatically generate and send customized vehicle statistics reports to

Super Admins, Distributors, Franchises, and Customers.

Account Type Upgrades: Active customer accounts are automatically upgraded to "real" status.

Chatbot-Based Driver Assistance: Offers in-app support for drivers to find fueling stations and address vehicle

inquiries, minimizing downtime.

Multi-Division Management: Create separate sub-accounts with customizable settings for different business

divisions, providing a consolidated performance overview.

Audit Trail: Track all changes made by each user, enhancing security and accountability.

Vehicle/Geofence Access Restrictions: Limit access to sensitive vehicle data or modification of geofences/POIs

to authorized personnel only.

Common Scenarios

"I need to check a specific user's contact information." Navigate to Users > Administrator, find the user, and

click the View icon. All their contact and general information will be displayed.

"I want to see how many of my users are accessing the mobile app and from what devices." Go to Reports >

Usage Statistics > Mobile App Details Report. This report will show you the Profile Image, User Name, User

Role, App Type (Android/iOS), and Number of Devices for all users.

"How do I know if my subscription is about to expire, or if a customer's subscription is ending soon?" The

system automatically sends notifications (via email or in-app) to users whose subscriptions are nearing expiry
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(e.g., 15 days, 3 days, tomorrow, or today). As an admin, you can also see logs confirming these notifications are

sent.

"I need a quick overview of vehicle data usage for my fleet." Access Reports > Usage Statistics > Data

Usage Report. This report provides details like Vehicle Number, Register Number, IMEI, Hardware Type, Vehicle

Device Mobile No., and Data Usage (MB). You can download it in PDF or Excel.

"I want to ensure our database doesn't get cluttered with old data." The system's automated Database

Cleanup process runs regularly to remove old, unnecessary, or temporary records, and safely archives

historical data. You don't need to manually initiate this.

"My distributor needs a daily report on their fleet's performance." The system automatically generates a

Distributor Daily Report based on the distributor's assigned fleet data and sends it to their configured email

address, covering daily mileage, fuel consumption, and operational performance.

What to Expect

After performing actions or when automated processes run:

Viewing User Details: The system will immediately display the selected user's full profile details in a clear

format.

Editing User Information: Once you save changes, the user's updated details will be reflected accurately in the

system.

Deleting a User: The user will be successfully removed from the user list.

Creating a Custom Role: The new role will appear in the "User Roles" list, ready for assignment, and you can

assign specific permissions.

Accessing Reports: Reports will load promptly, displaying accurate and detailed data (e.g., Profile Image, User

Name, User Role for mobile app usage; Vehicle Number, IMEI, Data Usage for data usage reports).

Downloading Reports: A properly formatted PDF or Excel file containing all the report data will be downloaded

to your device.

Subscription Expiry Notifications: Users will receive timely and accurate notifications about their subscription

status and expiry dates. Admins will see logs confirming these actions.

Automated Database Cleanup: Old and temporary data will be removed or archived, keeping the database

optimized without affecting active transactions.

Automated Monthly/Daily Reports: Super Admins, Distributors, Franchises, and Customers will automatically

receive their tailored vehicle statistics reports via email. Even if there's "No data available" for a given period, a

report will still be sent to maintain consistency.

Account Type Upgrades: Eligible accounts will be automatically upgraded to "real" status, and affected

customers will receive a notification.

Business Rules & Constraints

The system includes several automated processes (often referred to as "cron jobs") that follow specific rules to

ensure efficiency, accuracy, and timely communication.

Subscription Expiry Notifications (Automated):

Timing: Notifications are sent in advance, not after expiry, to ensure users have time to renew.

Exclusions: The system automatically skips notifications for accounts that have already renewed, been

cancelled, or are marked as inactive.

Targeting: Notifications are sent specifically to active subscriptions expiring soon (e.g., 15 days, 3 days,

tomorrow, today).

Content: Messages include the customer's name and exact expiry date, or a message like "Your

subscription ends tomorrow" or "Your subscription ends today."

Scalability: The system can handle thousands of users efficiently, sending all reminders on time without

skipping anyone, even under heavy load.
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Duplicates: Only one notification is sent per user; duplicate entries are automatically detected and skipped.

Security: Only authorized system processes can trigger these reminders; unauthorized attempts are

blocked and logged.

Automated Database Cleanup:

Purpose: Regularly removes old, unnecessary, or temporary records (e.g., temp_  tables) to maintain

database speed and health.

Archiving: Historical or archival data is safely moved to a dedicated archive table, not deleted permanently.

Interference: Designed to run alongside active database backups and ongoing transactions without

disruption or affecting performance during busy periods.

Logging: Detailed logs are generated for each cleanup run, showing scripts executed and records

removed/archived. Errors are logged, but the process continues gracefully.

Security: Unauthorized users cannot perform or modify cleanup tasks; permission errors are logged.

Critical Tables: The system ensures critical tables are not accidentally removed and that dependencies are

respected.

System Usage Audit for Customers (Automated):

Tracking: Periodically collects and logs data on how customers use different reports, including frequency,

timestamps, and interactions with in-report tools.

Reporting: Compiles usage across reports into a single summary, differentiates between

frequent/infrequent users, and groups rapid accesses.

Integration: Securely transfers usage data to external analytics or CRM systems if integrated.

Empty Data: Displays "No data found" if no activity is recorded, without errors.

Scalability: Efficiently processes large volumes of customer interaction data and concurrent access.

Security: Unauthorized access attempts to the audit report are blocked and logged.

Monthly Vehicle Statistics Reports (Automated for Super Admin, Distributor, Franchise, Customer):

Generation Schedule: Automatically generated and sent at the end of each month (or beginning of the next).

Content: Includes relevant vehicle usage, performance metrics, fuel consumption, maintenance history, and

identified trends.

Recipient-Specific: Reports are filtered and compiled based on the specific Super Admin, Distributor,

Franchise, or Customer's assigned fleet data.

"No Data" Handling: A report is still generated and sent, indicating "No Data Available" if no vehicle data

exists for the month.

Scalability: Can efficiently process large datasets for fleets with over 10,000 vehicles within defined

performance limits.

Security: Reports are sent securely (e.g., encrypted emails) only to configured, authorized email addresses.

Unauthorized users cannot access or trigger these reports.

Manual Request: Super Admins, Distributors, and Franchises can request an additional copy of their

monthly report if needed.

Distributor Daily Report (Automated):

Generation Schedule: Automatically compiles and sends a daily snapshot report.

Content: Includes daily mileage, fuel consumption, maintenance, and operational performance.

Recipient-Specific: Contains data only for the distributor’s assigned vehicles.

"No Data" Handling: Sends a report indicating "No data" if no information is available for the day.

Security: Emails are encrypted and sent only to authorized distributor accounts.
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Customer Account Type Update (Automated):

Trigger: Runs monthly to check accounts active for at least one month.

Action: Eligible accounts are automatically upgraded to "real" status.

Exclusions: Inactive customer accounts are not upgraded.

Notification: Customers receive an email or system alert when their account is upgraded.

Subscription Update (Automated):

Processing: Processes all active user subscriptions for renewals and updates.

Integration: Calls the notification service to send updates via email or in-app messages.

Data Integrity: Skips invalid or incomplete subscription records without stopping the process.

Scalability: Efficiently handles large volumes of subscriptions within performance limits (e.g., 10,000 users

in under 60 seconds).

Consistency: Detects and avoids resending notifications for recently renewed subscriptions.

Subscription Notifications (Automated):

Types: Sends notifications for active subscriptions, upcoming expiries, successful renewals, and trial period

expiries.

Preferences: Respects user alert preferences; users can opt-out in settings.

Exclusions: Inactive or blocked users do not receive notifications.

Channels: Notifications can be sent via multiple channels (email, app).

Accuracy: Reflects the most recent subscription status at the time of processing.

Data Usage Report (Automated Cron):

Data Collection: Collects recent usage data, categorizes it by type, user, and activity.

Reporting: Updates the Data Usage Report in the dashboard or export format.

Alerts: Sends notifications if usage exceeds configured thresholds.

Archiving: Old reports are automatically archived before new ones are generated.

Scalability: Optimized to handle large datasets (millions of records) efficiently.

Integration: Updates reporting APIs for real-time dashboards.

"No Data" Handling: The report indicates "no usage data is available" without errors if applicable.

Statistics Usage (Automated Cron):

Tracking: Records every report access, showing how often each report is viewed or downloaded.

Updating: Periodically refreshes usage statistics for all reports (daily/weekly).

Privacy: Masks user details in usage audits to protect sensitive information, while still recording access

counts.

Analytics: Provides module-wise breakdowns, visual summaries of top-used reports, and maintains

historical data for trend analysis.

Resilience: Logs connection errors and exits gracefully if the database is down.

4. Visual Elements & Supporting Information

Users Administrator Action View

This page provides a detailed look at a specific Administrator's profile. It's a view-only page where you can examine

all the associated information for that user.
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Page Analysis: This page is designed to display read-only details of an Administrator's profile. Based on a

programmatic analysis of the sourceUrl

( https://demo.vehicletracking.qa/Users/Administrator/Action/View ), there are no input forms or interactive

input fields present on this page for data entry or modification. Therefore, a Field Validation Table is not applicable

here.

Users Administrator Listing Feature

This section provides a comprehensive list of all administrators, allowing you to quickly see their details and access

management actions.

Page Analysis: This page serves as a listing interface for Administrator users. Based on a programmatic analysis of

the sourceUrl  ( https://demo.vehicletracking.qa/Users/Administrator/Listing/Feature ), this page

primarily displays a table of information and action icons (like "View," "Edit," "Delete") for each entry. It does not

contain direct input forms or fields for creating or modifying data on the listing page itself. Data modification would

typically occur on a separate "Edit" page accessible via an action icon. Therefore, a Field Validation Table is not

applicable for this listing page.
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5. Summary & Benefits

The Administrator module is your command center for managing users, reports, and automated system tasks. By

providing robust tools for access control, detailed usage analytics, and intelligent automation, it directly supports

your goals of:

Streamlined Operations: Reduces the manual burden of managing user accounts, permissions, and routine

system maintenance.

Data-Driven Decisions: Equips you with comprehensive, accurate reports on mobile app usage, data

consumption, and system activity, enabling you to make smarter choices.

Proactive Management: Automated notifications and reporting ensure you and your stakeholders are always

informed about critical system events and performance trends.

Enhanced Security: Granular access controls, audit trails, and secure data handling protect your system and

sensitive information.

Improved User Experience: Drivers receive assistance via chatbot, and all users get timely, relevant

notifications, fostering trust and efficiency.

In essence, the Administrator module transforms complex administrative tasks into simple, efficient, and automated

processes, freeing you to focus on strategic initiatives and ensuring your vehicle tracking system operates at peak

performance.
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