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Take Control: Managing User
Access for Enhanced Security

Executive Summary

This guide explains how you can use the Access Rights feature to control
which parts of the system different users can access. This is vital for
maintaining data security and ensuring that everyone only sees what they
need to do their job. By enabling and disabling specific features, you can
customize user experiences and prevent unauthorized access to sensitive
information. This feature simplifies user management and helps maintain a
secure and efficient workflow.

Title & Purpose

Control User Access to Protect Your Data: Learn how to use Access Rights
to define user permissions and ensure data security.

Why This Matters: Proper access control keeps your information safe and
ensures everyone in your team can focus on their specific tasks without
unnecessary distractions or security risks.

Introduction

Are you concerned about who has access to what within the system? Do you
want to ensure that sensitive information is only seen by authorized
personnel? The Access Rights feature addresses these needs by allowing you
to define specific permissions for different users. This guide will walk you
through how to use this feature, explaining the benefits and providing step-by-
step instructions. By the end, you'll be able to confidently manage user access
and enhance your system's security.
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What is Access Right? Simply put, it's a tool that defines which users can
access certain parts of the system.

Why do you need it? To keep your data safe by controlling who sees what,
giving users access only to what they need.

Main Content (User-Focused Sections):

What This Means for You

With Access Rights, you can:

« Enhance Security: Restrict access to sensitive data, preventing
unauthorized users from viewing or modifying critical information.

e Customize User Experience: Tailor the system to each user's role,
ensuring they only see the features relevant to their job.

 Improve Efficiency: Reduce clutter and confusion by only showing users
the tools they need, helping them focus on their tasks.

e Ensure Compliance: Meet regulatory requirements by controlling who
can access and modify specific data sets.

How It Works

The Access Rights feature allows you to enable or disable access to various
modules and functionalities for different user roles. You can think of it as a
master control panel that determines what each user can see and do within
the system.
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Access Rights Configuration Process

E—'-T Navigate to
£ Master Settings

O Click on Access
e Rights

Select User or @ .
Role 9 User or Role Exist ? Create New User or Role

QO Modify Access
=7 Rights

Verify Changes

q%_) Log in as User

Q%Z] Verify Actions

E[} End / Logout

info@vehicletracking.qa 3/9
© 2025 Vehicle Tracking. All rights reserved.



Vehicle Tracking Date: 9/15/2025
Access Rights Generated: 9/15/2025, 9:57:04 AM

Understanding the Flow Chart: This flow chart illustrates the process of
managing access rights, starting with the Access Rights section and moving
towards defining specific roles and permissions. It highlights how you can
customize access levels based on user roles, ensuring that each user only has
the permissions they need.

Getting Started

1. Navigate to Access Rights: Go to the Master Settings module and find
the "Access Rights" section.
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2. Select User Roles: View the list of available user roles and choose the
role you want to modify.
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3. Enable or Disable Features: For each feature, toggle the corresponding
switch to either enable or disable access for that role. For example, enable
features like "IVMS Real-Time Tracking" or "Delivery Dispatch Report".
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4. Submit Changes: Click the "Submit" button to save your changes.
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Key Features You'll Use

 Enable/Disable Toggles: Simple switches to control access to specific
features.
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* User Role Management: Options to create and modify user roles.

To create the Users role, you need to navigate first to the Access rights in
the Master settings module, click the "User Roles" button, you will see the
"+ Create Role" after click on this button then the "Create Role Popup'
open where you can select the role and create it."

 Real-Time Updates: Changes take effect immediately after submission.

Once you submit the changes to the access rights, you will see the impact
on the application right away.

Common Scenarios

e Scenario 1: Restricting Access to Financial Reports: You can prevent
unauthorized access by disabling the "Report View" for certain user roles.
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e Scenario 2: Managing Driver Information: Control who can view,
manage, or delete driver information by enabling or disabling the "View
Driver," "Manage Driver," and "Delete Driver" permissions.
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e Scenario 3: Managing Transportation Settings: Only allow specific
users to modify or access transportation settings.
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What to Expect

e Immediate Impact: Changes to access rights are applied instantly, so
you'll see the effects right away.

Yes, once you submit the changes to the access rights, you will see the
impact on the application right away.

e Customized User Views: Users will only see the modules and features
they have permission to access, creating a cleaner, more focused
experience.

 Improved Security: Reduced risk of unauthorized access and data
breaches.

o Streamlined Workflow: Easier for users to find and use the tools they
need, boosting productivity.

Visual Elements & Supporting Information

The screenshots provide a visual guide to the Access Rights feature. They
highlight the key elements you'll interact with, such as the enable/disable
toggles and user role management options.

Screenshot Examples:
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e Screenshot 2: Demonstrates enabling access to vehicle booking orders.
* Screenshot 5: Shows the process of enabling direct order functionality.

e Screenshot 10: lllustrates the view for managing user roles and details.

Summary & Benefits

By using the Access Rights feature, you can ensure that your system is secure,
efficient, and tailored to your users' needs. You can control who sees what,
prevent unauthorized access, and create a more focused and productive work

environment.
 Key Benefits:

o Enhanced data security
o Customized user experience
o Improved efficiency

o Simplified user management
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